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Y targeting education

S ) such as Vice Society, who were responsible for 70%

UK education is now facing an unprecedented wave of of known attacks on UK education institutions.
cyber threats. Recent findings reveal a disturbing

increase in cyberattacks, with the education sector

becoming a prime target for malicious actors. In the

past year alone, the education sector witnessed Most types of education
institutions are more
than twice as likely to
report cyber incidents.

Malwarebytes Ransomware Review UK 2023

76% of UK victims

Were within the education sector

A staggering 70%
surge in attacks

These groups appear to be focussing
on underfunded and vulnerable UK
education institutions.

Spotlighting the urgent need for robust
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Malwarebytes State of Ransomware in Education 2024

82% The volume of stolen

cybersecurity measures. K
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ransomware attacks in
2023 - making our industry
the worst affected.

67% of data 15% of 24 hours

Cyber Security Breaches Survey 2023

Sophos state of ransomware. 2023 d . .
well time (amount of time
breach victims learn of schools > (a
P:e‘_:'c 1 victims e:rn o B between initial access and
the incident via the have critical activating the ransomeware)
attacker themselves or weaknesses in their

In addition to any ransom
payments, average costs

it takes 277 to recover are

days fo identify over £1.4 million Over 40% More than 50%
and recover

other third parties external attack surface.
Average ransomware
payments have
almost doubled
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of edtech suppliers appear of victims had to pay the
IBM cost of a data breach . to have critically wegk patch ransom or were un_c:ble to
£1,000,000 report 2023 management practices. recover their data.
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